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Cloud Security Assessment

Audi�ng your AWS/Azure/O365 instances to iden�fy 
misconfigura�ons and best prac�ces for remedia�on

Cloud Security Risks

Due to the rapid rate of cloud 
adop�on, companies end up 
facing cyber risks new and old 
that can compromise their 
cloud pla�orms and any 
on-premise infrastructures with 
hybrid cloud setups.

Assessment Benefits

•   Understand the security
issues exis�ng within your 
cloud network

•   Assure your infrastructure 
and cloud services are 
secure enough to withstand 
cloud-based a�acks

•   Establish sufficient logging 
and controls to mi�gate such 
a�acks

•   Focus your departmental 
efforts on the high-risk items 
iden�fied in the report

•   Achieve regulatory
compliance by evidencing 
that professional tes�ng has 
been performed on your 
cloud infrastructure

Our Cloud Security Assessment audits your AWS, Azure and 
Office 365 instances to iden�fy misconfigura�ons and secure 
configura�ons from a ‘Blue Team’ perspec�ve, allowing you 
to remediate the vulnerabili�es before they are exploited.

Cloud infrastructures vary in size, complexity, technologies and in 
approaches to configura�on, so our exact technical approach to each 
infrastructure may be very different. However, there are certain 
fundamental areas that are rou�nely examined:

Open-Source Intelligence (OSINT)

The Cloud Security Assessment has a strong focus on publicly available 
informa�on that could be leveraged in targeted a�acks. Informa�on such 
as links to cloud resources, document metadata, email addresses and 
leaked creden�als are all gathered to iden�fy common and applicable 
a�acks from unauthen�cated a�ackers.

AWS/Azure Configura�on Review

The configura�ons of AWS/Azure environments and all encased services 
are systema�cally inves�gated to establish a secure baseline that 
conforms with best prac�ces. This assessment will cover all en��es based 
in your environment to highlight misconfigura�ons and bad prac�ces and 
establish a secure environment which is resilient to modern cyber-a�acks.

We understand that there are requirements and external factors that 
need to be sa�sfied – the consultant will take these into considera�on 
when comple�ng the post assessment report.

Office 365 Configura�on Review

Office 365 and all connected apps, both first and third-party are reviewed 
to iden�fy various issues. This can include (but is not limited to) 
applica�on misconfigura�ons, weak security configura�ons and 
‘low-hanging fruit’ issues that could be u�lised by an a�acker to escalate 
their access or access sensi�ve informa�on.

The tes�ng is performed remotely from our office and data-centre 
loca�ons using creden�als to your AWS, Azure and Office 365 Portals. 


