Case Study
Achieving full DMARC ‘p=reject’ status within ﬁve weeks
assures email security and deliverability for investment ﬁrm
Business Need
As an award-winning private-investment ﬁrm, Killik & Co priori�se cyber security and the
safeguarding of their clients’ data. They already deploy a leading email-ﬁltering solu�on for
protec�on on incoming emails, but were keen to implement the email authen�ca�on,
policy and repor�ng protocol known as DMARC (Domain-Based Message Authentication,
Reporting and Conformance) to ensure a similar level of protec�on on outgoing email.

Client Proﬁle
Based in London’s Mayfair, Killik & Co is an
independently-owned investment house
that has been advising clients on how to
save, plan and invest for over 30 years.
Their ﬁrst branch opened in Chelsea in
1989 and they have since built a network of
local branches across London and Surrey,
managing assets for over 27,000 clients.
They have sponsored the eponymous ‘Killik
Cup’ annual rugby tournament since 2011.

Once fully conﬁgured in a policy of p=reject, DMARC works in conjunc�on with exis�ng SPF
and DKIM protocols to ensure that all outgoing emails sent using the registered domain are
legi�mate. This prevents all direct email-based brand impersona�on and spooﬁng which
can be extremely damaging to a brand‘s reputa�on. Although Killik & Co had no speciﬁc
issues rela�ng to email deliverability, DMARC has the addi�onal beneﬁt of helping to
improve deliverability rates for marke�ng emails by automa�cally crea�ng a record with
metadata about the valida�on status of every email it receives from an organisa�on.
Killik & Co’s Head of IT Service & Support, Dan Young, was keen to get DMARC in place and
fully-conﬁgured within a short �meframe so he could get on with other projects. However
when he checked directly with an incumbent vendor who oﬀered a DMARC service, they
advised it would take around 12 months to get his DMARC into a policy of Reject (p=reject).

Solu�on
Autodata has been working with Killik & Co since 2013. DMARC had already come up in
general conversa�on, so Dan subsequently asked for our opinion rela�ng to indica�ve costs
and �meframes for full DMARC implementa�on.

Killik & Co’s 300 users are supported by
their internal IT and development teams,
both of which report into their CTO.

Autodata recommends Red Si�’s ONDMARC product for quick, cost-eﬃcient and supported
DMARC implementa�on. In order to provide a comparison with the other DMARC product,
Dan ran a technical trial with both vendors and compared the costs and service oﬀerings.

Client Tes�monial
I’m very pleased with the DMARC
service Autodata recommended and
how straigh�orward it was to install
and implement. From an InfoSec
perspec�ve it’s important to have
DMARC in place.
The oﬀering from Red Si� met our
needs well, our weekly onboarding
communica�ons together were very
good and they successfully delivered
our DMARC conﬁgura�on into
Reject mode within the �mescales
claimed at the outset.

“

“

DAN YOUNG - HEAD OF IT
SERVICE & SUPPORT, KILLIK & CO

Instrumental to his decision to select Red Si� was their commitment to a dras�cally shorter
�meframe (maximum two months) to achieve Reject mode, coupled with the fact their
associated consultancy/managed service was included in the quoted price. The compe�ng
vendor, whose DMARC product had been acquired and not fully-integrated with their other
solu�ons, quoted their support service separately and at a higher cost than Red Si�.
Killik & Co had weekly calls with Red Si�’s Customer Success Team to guide them through
the DMARC process step-by-step, successfully ensuring they reached p=reject within ﬁve
weeks. This �meframe was aided by the fact that Dan’s IT team exerts signiﬁcant control
over the business’ IPs and no new sending services are set up without their involvement.

Result
Dan is pleased to have another security tool fully implemented to enhance Killik & Co’s
overall security posture. DMARC is also valuable for compliance purposes; Dan remarked
that it is o�en cited on cyber security ques�onnaires that the business is required to
complete in order to implement new services or take on new partners.
Outside of the regular weekly onboarding and ge�ng-to-reject mee�ngs, Dan found Red Si�
very helpful and responsive whenever he or his team had addi�onal ques�ons. Red Si� also
introduced him to BIMI (Brand Indicators for Message Identiﬁcation), an addi�onal
authen�ca�on protocol enabling the use of brand-controlled logos within suppor�ng email
clients. BIMI is valuable for marke�ng eﬀorts, but cannot be implemented un�l a Customer
has ﬁrst implemented DMARC in a policy of Quaran�ne or Reject.
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